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Use USB security key as multi-factor authentication

Read how you as a student can use an USB security key as multi-factor authentication.

What you need to logon using an USB security key as multi-factor
authentication

e You mustbuy a USB security key with FIDO 2
e You musthave a UCPH username and password
e You mustbe abletologonto UCPH’s IT-systems with MitID, NetlQapp or SMS

Step by step guidance

1) Buy an USB security key

e Buyan USB Security key with FIDO 2, e.g., Yubikey

Price is approximately 350 Danish kronerand can be purchased from webstores e.g.,
dustinhome.dk, proshop.dk, computersalg.dk, etc.

2) Register USB security key

e Whenyou have your Security key you
mustregisterit. UNIVERSITY OF

COPENHAGEN

e  Ga til https://mfa.ku.dk/

LOGIN

Help with login, password and UCPH username

e Selecteither MitID, NetlQapp or SMS

as multi-factorauthentication

Select Authentication Chain

Please select from the list below

( ~)

Next Cancel



http://dustinhome.dk/
http://proshop.dk/
http://www.computersalg.dk/
https://mfa.ku.dk/
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e Find Add authenticator

o SelectUSBsecurity key

A

USB security key

Add Authenticator

Yubikey (Employee)

Password 3. Party App (Google
Authenticator etc.)

e Enter KUinthe Commentfield

e SelectSave
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Add USB security key authenticator

e You will see apop-upwindow

e Insertyoursecurity keyinthe
computer

e Whenyouinsertthe security keyin
your computer, the security key will
light up.

e Pushthe buttonon your security key
whenyou are prompted.

e Some security keyscome witha
buttonyouneedto push. Read the
instructions.

Use your security key with mfa.ku.dk
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e Allowthe Website to use your
security key.

e Some security keys come withapin
code you needtoenter.

Allow this site to see your security key?

e You can now see the security key

authenticatorunderEnrolled Enrolled Authenticators
Authenticators on mfa.ku.dk. —0 E oee
e You can now use your USB security Nationalt dansk id ~ Engangsadgangsk... KU Kodeord
key as multi-factor authenticator. Autp-rested via e-mall
Aulo-created
Smartphone-App Sikkmlrﬁﬁénogm
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3) Log in with the USB security key

e Insertyour USB security keyinthe USP-portin
your computer.

e Enter your UCPH username and password
whenyoulogonto the IT-system, e.g., KUnet.
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Help with login, password and UCPH username



https://mfa.ku.dk/
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e SelectUSBsecurity key from the dropdown
menuand Select Next
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Veelg godkendelseskaade

WVilg bruger pa isten herunder

USE security key | "
Google Authenticator etc

3. Party
Smanphone

r— App
i USE securitykey |

v Confirmlogon by pushing the button onyour
security key.
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Wt Secaty

Making sure it’s you

Phease Sign 1 to miakudt

This secueit comwes ko Chroma putiabed by Geoghe LLC

f
Touch your security key.

USB-A UsB-c
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